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h
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g
to

n
, D

C
  

20
03

6
w

w
w

. n
cp

c.
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Th
e 

N
at

io
n
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it
iz

en
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 C
ri

m
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Pr
ev

en
ti

o
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 C
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p
ai

g
n
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p

o
n

so
re

d
 b

y 
th
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C

ri
m

e

Pr
ev

en
ti

o
n

 C
o
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it

io
n
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f 

A
m

er
ic

a,
 is

 s
u

b
st

an
ti

al
ly

 f
u

n
d

ed
 b

y 
th

e 
B

u
re

au
 o

f

Ju
st

ic
e 

A
ss

is
ta

n
ce

, O
ff

ic
e 

o
f 

Ju
st

ic
e 

Pr
o

g
ra

m
s,

 U
.S

. D
ep

ar
tm

en
t 

o
f 

Ju
st

ic
e.

Pr
o

d
u

ct
io

n
 w

as
 m

ad
e 

p
o

ss
ib

le
 b

y 
a 

g
ra

n
t 

fr
o

m
 A

D
T

Se
cu

ri
ty

 

Se
rv

ic
es

, I
n

c.
, a

 u
n

it
 o

f 
Ty

co
 F

ir
e 

&
 S

ec
u

ri
ty

 S
er

vi
ce

s.

a
f
a
m
il
y

g
u
id

e
 

t
o
 u

si
n
g
 

t
h
e

in
t
e
r
n
e
t

◗
C

h
ild

re
n

 m
u

st
 r

ew
ri

te
 a

n
d

 p
ar

ap
h

ra
se

, n
o

t
ju

st
 c

o
p

y 
m

at
er

ia
l f

ro
m

 t
h

e 
In

te
rn

et
. T

h
ey

m
u

st
 a

lw
ay

s 
in

cl
u

d
e 

p
ro

p
er

 c
it

at
io

n
s 

w
h

en
th

ey
 a

re
 u

si
n

g
 o

th
er

 p
eo

p
le

’s
 w

o
rk

.

◗
It

 is
 a

g
ai

n
st

 t
h

e 
la

w
 t

o
 c

o
p

y 
o

r 
d

o
w

n
lo

ad
so

m
e 

ty
p

es
 o

f 
in

fo
rm

at
io

n
 o

r 
m

u
si

c 
fr

o
m

 t
h

e
In

te
rn

et
 w

it
h

o
u

t 
p

er
m

is
si

o
n

.

Pr
ob

le
m

s?
 R

ep
or

t 
Th

em
! 

In
te

rn
et

-r
el

at
ed

 c
ri

m
e 

sh
o

u
ld

 b
e 

re
p

o
rt

ed
.

C
o

n
su

lt
 t

h
e 

fo
llo

w
in

g
 a

u
th

o
ri

ti
es

:

◗
C

yb
er

Ti
p
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e,

 N
at

io
n

al
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en
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r 
fo
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M
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n
g
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n

d
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p
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 C
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n
, 1

-8
00

-8
43

-5
67

8,
w

w
w
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ra
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r
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n
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m
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 f
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u
d
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u

ct
io

n
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ra
u

d
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.

◗
U

.S
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o
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Ju

st
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e
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w
w
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sd
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.g
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/c
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er
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g.
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m
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◗
Po

rn
 s

p
am

: c
o

n
ta

ct
 y

o
u

r 
U

.S
. A

tt
o

rn
ey

’s
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ff
ic

e;
co

m
p

la
in

 t
o
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o

u
r 

In
te

rn
et

 S
er

vi
ce

 P
ro

vi
d

er
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t
h

e In
tern

et can
 b

e a w
o

n
d

erfu
l

to
o

l fo
r ch

ild
ren

 an
d

 yo
u

th
.

◗  H
o

m
ew

o
rk: K

id
s can

 u
se th

e m
o

st

cu
rren

t n
ew

s, en
cyclo

p
ed

ias, an
d

 o
th

er

so
u

rce m
aterials to

 fin
d

 in
fo

rm
atio

n
 fo

r

research
 p

ro
jects.

◗  C
o

m
m

u
n

icatio
n

: K
id

s can
 u

se em
ail an

d

p
u

b
lic m

essag
e b

o
ard

s to
 keep

 in
 to

u
ch

w
ith

 fam
ily an

d
 frien

d
s.

◗  En
tertain

m
en

t an
d

 ed
u

catio
n

: K
id

s can

u
se th

e In
tern

et to
 m

ake a virtu
al visit to

a m
u

seu
m

, take a co
lleg

e co
u

rse, p
lay

g
am

es, etc.

B
u

t th
e In

tern
et can

 also
 b

e d
an

g
ero

u
s.

H
ere are so

m
e th

in
g

s fam
ilies can

 d
o

 to

en
co

u
rag

e to
d

ay’s co
m

p
u

ter-savvy

yo
u

n
g

 p
eo

p
le to

 b
e co

m
p

u
ter-safe.

U
sing the Com

puter 
Is a Fam

ily A
ffair

◗
A

g
ree o

n
 a list o

f ru
les an

d
 p

o
st it b

y th
e

co
m

p
u

ter. Th
e ru

les sh
o

u
ld

 co
ver h

o
w

 lo
n

g
ch

ild
ren

 can
 sp

en
d

 o
n

 th
e In

tern
et, h

o
w

 late
th

ey can
 su

rf th
e W

eb
, w

h
at th

ey m
ay an

d
 m

ay
n

o
t visit o

n
 th

e W
eb

, an
d

 w
h

eth
er o

r n
o

t th
ey

are allo
w

ed
 to

 m
ake p

u
rch

ases o
ver th

e W
eb

.
H

ave everyo
n

e in
 th

e h
o

u
seh

o
ld

 sig
n

 an
 In

tern
et

p
led

g
e (see w

w
w

.safekid
s.co

m
/kid

sru
les.h

tm
). 

◗
Talk to

 yo
u

r kid
s. K

eep
 th

e lin
es o

f
co

m
m

u
n

icatio
n

 o
p

en
, an

d
 n

ever b
lam

e th
e

victim
! If a ch

ild
 tells yo

u
 ab

o
u

t an
 u

p
settin

g
even

t exp
erien

ced
 o

n
lin

e, d
o

n
’t b

lam
e h

im
 o

r
h

er. H
o

w
 yo

u
 react w

ill affect h
o

w
 m

u
ch

 h
e o

r
sh

e sh
ares w

ith
 yo

u
 in

 th
e fu

tu
re. 

M
eeting People O

nline
◗

A
s a g

en
eral ru

le, ch
ild

ren
 sh

o
u

ld
 n

ever p
lan

 to
m

eet an
yb

o
d

y in
 p

erso
n

 w
h

o
m

 th
ey h

ave
en

co
u

n
tered

 o
n

lin
e. Exp

lain
 th

at p
eo

p
le m

et
o

n
lin

e m
ay n

o
t b

e w
h

o
 th

ey say th
ey are.

◗
W

h
en

 face-to
-face m

eetin
g

s seem
ap

p
ro

p
riate—

th
e p

erso
n

 is a stu
d

en
t fro

m
 a

n
earb

y sch
o

o
l, fo

r exam
p

le—
th

e m
eetin

g
sh

o
u

ld
 b

e arran
g

ed
 o

n
ly w

ith
 yo

u
r ap

p
ro

val. It
sh

o
u

ld
 b

e in
 a safe p

u
b

lic p
lace, an

d
 yo

u
 o

r
an

o
th

er resp
o

n
sib

le ad
u

lt sh
o

u
ld

 b
e p

resen
t.

◗
C

h
ild

ren
 sh

o
u

ld
 n

ever g
ive o

u
t p

erso
n

al
in

fo
rm

atio
n

 o
ver th

e In
tern

et. Th
ey sh

o
u

ld
 u

se
an

 o
n

lin
e n

am
e (n

o
t th

eir real n
am

e) an
d

 n
ever

reveal th
eir ad

d
ress, telep

h
o

n
e n

u
m

b
er, o

r an
y

id
en

tifyin
g

 in
fo

rm
atio

n
.

◗
N

o
 p

ictu
res, letters, o

r telep
h

o
n

e calls sh
o

u
ld

b
e exch

an
g

ed
 w

ith
 o

n
lin

e acq
u

ain
tan

ces
w

ith
o

u
t yo

u
r ap

p
ro

val. M
o

n
ito

r su
ch

co
m

m
u

n
icatio

n
s.

◗
If o

n
lin

e acq
u

ain
tan

ces sen
d

 yo
u

r ch
ild

ren
em

ail th
at m

akes th
em

 u
n

co
m

fo
rtab

le o
r th

at
th

ey kn
o

w
 is o

b
scen

e, th
ey sh

o
u

ld
 in

fo
rm

 yo
u

at o
n

ce. Th
e sam

e ap
p

lies to
 in

fo
rm

atio
n

 th
ey

see o
n

 m
essag

e b
o

ard
s o

r ch
at ro

o
m

s.

M
aking O

nline Purchases
◗

C
h

ild
ren

 n
eed

 to
 learn

 to
 b

e savvy co
n

su
m

ers.
Th

e term
 “free” d

o
esn

’t alw
ays m

ean
 free. C

o
n

artists u
se th

e term
 to

 attract m
o

re b
u

sin
ess. Th

e
ch

ild
ren

 sh
o

u
ld

 ask yo
u

 b
efo

re sig
n

in
g

 u
p

 fo
r

an
yth

in
g

 o
ver th

e In
tern

et, even
 w

h
en

 sig
n

in
g

u
p

 d
o

es n
o

t req
u

ire a cred
it card

 n
u

m
b

er.

◗
En

co
u

rag
e an

 attitu
d

e o
f h

ealth
y skep

ticism
to

w
ard

 w
eb

sites th
at o

ffer p
rizes o

r g
iveaw

ays.
C

h
an

ces are, all th
e ch

ild
 h

as “w
o

n
” is th

e
o

p
p

o
rtu

n
ity to

 b
u

y so
m

eth
in

g
 h

e o
r sh

e d
id

n
’t

w
an

t in
 th

e first p
lace. 

◗
Estab

lish
 exp

licit ru
les fo

r g
ettin

g
 clearan

ce fo
r

o
n

lin
e p

u
rch

ases, in
clu

d
in

g
 d

o
cu

m
en

tatio
n

 to
b

e kep
t.

Follow
ing Links

◗
C

o
n

sid
er u

sin
g

 a fam
ily-safe o

r ch
ild

-safe search
en

g
in

e o
r a filter, b

lo
ckin

g
, o

r ratin
g

s system
.

So
m

e services h
ave a “kid

s o
n

ly” sectio
n

 so
 yo

u
can

 b
e su

re th
e ch

ild
ren

 w
o

n
’t h

ave access to
q

u
estio

n
ab

le m
aterial.

◗
En

co
u

rag
e yo

u
r ch

ild
ren

 to
 ask yo

u
 to

 ch
eck

o
u

t n
ew

 sites w
ith

 th
em

.

◗
B

e resp
o

n
sive an

d
 n

o
n

ju
d

g
m

en
tal if th

ey tell
yo

u
 ab

o
u

t an
 in

ap
p

ro
p

riate site th
ey fo

u
n

d
accid

en
tally.

D
ow

nloading From
 the Internet

Th
e In

tern
et h

as ch
an

g
ed

 th
e w

ay ch
ild

ren
 d

o
sch

o
o

lw
o

rk. B
u

t th
ey n

eed
 to

 realize th
at

in
fo

rm
atio

n
 th

ey fin
d

 o
n

 th
e In

tern
et is n

o
t all

free. B
e su

re th
ey u

n
d

erstan
d

 th
e fo

llo
w

in
g

:

◗
Teach

ers can
 easily d

eterm
in

e if an
assig

n
m

en
t—

o
r even

 o
n

e p
arag

rap
h

 o
f an

assig
n

m
en

t—
h

as b
een

 d
o

w
n

lo
ad

ed
 fro

m
 th

e
In

tern
et in

stead
 o

f w
ritten

 b
y th

e stu
d

en
t. 




